
SOLUTION BRIEF:
ACCELERATING PCI-DSS COMPLIANCE 
FOR RETAIL AND HOSPITALITY
How SonicWall enhances network security to help meet regulatory mandates

Introduction
Accepting payment cards is a given for retailers and hospitality 
businesses. That means complying with the Payment Card 
Industry (PCI) Data Security Standard (DSS). PCI DSS was first 
published in 2004, and is now at version 3.2.1, continuing to 
evolve as new technology strives to get ahead of cyber attacks 
and other threats to cardholder data.

The purpose of PCI DSS is to prevent credit and payment card 
fraud. It’s not a law; it was created by, and is administered by, the 
PCI Security Standards Council, an association of major payment 
card brands. PCI DSS provides compliance guidelines, deadlines, 
definitions, and penalties for noncompliance for any business or 
organization that accepts payment card transactions.

Highly public breaches of retailers’ IT infrastructures result in 
the theft in millions of cardholders’ payment card and personal 
information every year. Subsequently, compliance with the 
PCI requirements for securing the transmission, storage, and 
processing of cardholder data is critical. PCI compliance doesn’t 
guarantee 100% security, but anything less than full compliance 
means your business is demonstrably open to cyber attack as 
well as cardholder data and identity theft. Although the penalties 
for noncompliance are substantial (up to $100,000 a month), 
they’re dwarfed by the potential costs of civil lawsuits from 
victims, loss of revenue and reputation from a cardholder data 
breach. In other words, if you’re a retailer, comply with PCI DSS – 
but don’t stop there.
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PCI Data Security Standard – High  
Level Overview

There are more than 200 individual 
requirements that are part of the DSS, 
falling into one of 12 broad categories.

Retailers can’t purchase a single 
product to guarantee PCI compliance. 
The standard is far more complex than 
any single provider can address. Many 
SonicWall partners and resellers are 
equipped to package these complicated 
solutions. Moreover, much of PCI 
compliance relies on the organization’s 
own actions and policies, including 
developing contingency plans if 
cardholder data is breached.

How SonicWall helps organizations 
become PCI compliant – and more

SonicWall stands out when it comes to 
protecting systems against malware. The 
distributed enterprises so common in 
retail and hospitality present broad attack 
surfaces for malicious cyber exploits. 
These systems can:

• Be located in physical retail outlets, 
distribution centers and corporate 
headquarters

• Host internal applications, supply 
chain applications, reservation 
systems or e-commerce websites

• Be accessible by consumers with 
desktops/laptops, tablets, or 
smartphones

• Be on-premise or in public, private, 
or hybrid clouds

Becoming PCI compliant requires an 
organization-wide, holistic approach 
to protecting systems and networks. 
POS systems by themselves are built to 
protect cardholder information. PCI DSS 
provides a foundation of best practices 
to protect cardholder information. 
Compliance with PCI DSS can help 
businesses reduce risk and liability in the 
event of a data breach. 

However, even complete, verifiable PCI 
compliance can only reduce the likelihood 
of data breaches. The sheer volume and 
diversity of cyber attack methodology 
requires organizations to employ 
protection above and beyond PCI. That’s 
where SonicWall comes in, helping retail 
organizations around the globe do more 
than just meet their PCI requirements.

PCI Category: Build and Maintain a 
Secure Network and Systems

SonicWall is one of the leading providers 
of next-generation firewalls (NGFWs). 
The proven SonicOS firmware is at 
the core of every SonicWall NGFW. 
SonicOS leverages our scalable, multi-
core hardware architecture plus our 
patent-pending Real-Time Deep Memory 
Inspection (RTDMI™) and our patented, 
single-pass, low-latency, Reassembly-Free 
Deep Packet Inspection® (RFDPI) engines 
that scan all traffic regardless of port or 

protocol. Our NGFWs ensure that every 
byte of every packet is inspected, while 
maintaining the high performance and 
low latency that busy networks require. 
Unlike competitive offerings, the single-
pass RFDPI engine enables simultaneous, 
multi-threat and application scanning, 
as well as analysis of any size file, 
without packet reassembly. This enables 
SonicWall NGFWs to massively scale 
to extend state-of-the-art security to 
growing and distributed enterprise 
networks and data centers. 

SonicWall NGFWs offer a range of robust 
capabilities, including: 

• Capture cloud-based multi-engine 
sandboxing 

• Threat API

• Decryption and inspection of 
encrypted traffic 

• Intrusion prevention service (IPS) 

• Malware protection 

• Application intelligence, control and 
real-time visualization 

• Website/URL filtering (content filtering) 

• Virtual private networking (VPN) over 
SSL or IPSec 

• Wireless security 

• Stateful failover/failback 

PCI Category Requirements

Build and Maintain a Secure Network and Systems
1. Install and maintain a firewall configuration to protect cardholder data
2. Do not use vendor-supplied defaults for system passwords and other 

security parameters

Protect Cardholder Data 3. Protect stored cardholder data
4. Encrypt transmission of cardholder data across open, public networks

Maintain a Vulnerability Management Program
5. Protect all systems against malware and regularly update anti-virus 

software or programs
6. Develop and maintain secure systems and applications

Implement Strong Access Control Measures
7. Restrict access to cardholder data by business need to know
8. Identify and authenticate access to system components
9. Restrict physical access to cardholder data

Regularly Monitor and Test Networks 10. Track and monitor all access to network resources and cardholder data
11. Regularly test security systems and processes

Maintain an Information Security Policy 12. Maintain a policy that addresses information security for all personnel

Table 1: Categories in which SonicWall can help you comply with PCI requirements.
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Moreover, SonicWall firewalls deliver 
fast response and continuous protection 
against never-before-seen threats from 
the Capture Labs research team. This 
team gathers, analyzes and vets cross-
vector threat information from a variety 
of threat intelligence sources, including 
over one million globally placed sensors 
within its Capture Threat Network.

PCI Category: Protect Cardholder Data

Attackers love PII data. Cardholder 
information is highly coveted for its easily 
converted value. They use a variety of 
attack vectors designed to exfiltrate 
data leveraging critical vulnerabilities. 
SonicWall provides industry leading, 
comprehensive protection against 
advanced malware and viruses. The 2019 
SonicWall Cyber Threat Report indicates 
that more than 2.8 million attacks were 
encrypted in 2018, a 27 percent increase 
from the previous year. Malware and 
viruses can be hidden in this encrypted 
network traffic, but SonicWall next-
generation firewalls include Reassembly-
Free Deep Packet Inspection (RTDPI), 
which examines these encrypted (TLS/
SSL and SSH) packets, blocking them until 
it reaches a verdict

SonicWall Advanced Gateway Security 
Suite (AGSS) is a complete suite of 
security services for SonicWall firewalls. 
AGSS features Capture Advanced Threat 
Protection, including our patent-pending 
Real-Time Deep Memory Inspection 
(RTDMI) engine, which forces malware 
to execute in a secured sandbox 
environment and stopping it before 
it reaches retail systems. AGSS also 
includes our Gateway Anti-Virus, which 
scans for viruses, worms, trojans, and 
other internet-borne threats in real-time 
and Anti-Spyware – dynamic protection 
which blocks the installation of malicious 
spyware and disrupts existing spyware 
communications.

Moreover, SonicWall protects 
applications and their data in the cloud, 
across the WAN and at the endpoint. 
The 2019 SonicWall Cyber Threat 
Reports cites 10 billion malware attacks 
in 2018 – the most ever on record. 
Since 2016, global malware attacks are 

up 33.4 percent. The report also notes 
that ransomware attacks – particularly 
onerous for retailers – saw an 11 percent 
year-over-year spike, with 206.4 million 
recorded globally in 2018.

Protecting retail systems and applications 
calls for the most effective solutions 
available. In recent testing by NSS Labs, 
our NSa 2650 next-generation firewall 
blocked nearly 99% of all attacks. It 
also was effective against 100% of the 
evasions against which it was tested. This 
is the fifth time for SonicWall firewalls to 
earn an NSS Labs “Recommended” rating.

SonicWall’s Web Application Firewall 
(WAF) solutions enable the defense-
in-depth strategy to protect web 
applications running in a private, public, 
or hybrid cloud environment. WAF 
offers retailers a complete, out-of-box 
compliance solution for application-
centric security that is easy to manage 
and deploy. Our Application Intelligence 
and Control Service provides the tools 
administrators need to easily manage 
privileges and bandwidth for applications, 
users, groups or devices.

The Capture Client delivers multiple 
endpoint and server protection 
capabilities, including advanced 
malware protection, network sandbox 
integration, and support for visibility 
into encrypted traffic. Capture Client 
leverages machine learning and features 
continuous behavior-based antivirus, 
security enforcement and DPI-SSL 
certificate management, and the ability 
to whitelist known good applications. 
With the addition of Device Control and 
Web Threat Protection, the client allows 
IT administrators to create customized 
policies for USB devices as well as 
restrict end-users from connecting to 
known malicious domains, URLs, and 
IP addresses.

Our Cloud App Security provides Email 
Security and CASB (Cloud Application 
Security Broker) functionalities, extending 
retailers’ security policies to SaaS 
environments such as Office 365, G Suite, 
Box and Dropbox. The solution provides 
easy to configure threat protection and 
compliance policy templates to protect 

PCI data stored in the cloud apps. 
Thus retail organizations can maintain 
consistent security policies for their SaaS 
applications from one location.

PCI Category: Regularly update anti-
virus software or programs

SonicWall Capture Client is a behavior-
based endpoint and server protection 
solution (AKA antivirus) that is not 
reliant on signatures which require 
frequent updates, onboard storage, and 
extensive CPU utilization. Updates to 
Capture Client are typically tweaks in 
the AI engine to help better eliminate 
false positives so when an administrator 
delays an update, its impact is marginal 
compared to a standard antivirus update. 
By using this technology, organizations 
are better inclined to stop all forms of 
attacks; known and unknown alike. 

Capture Client Advanced also makes use 
of sandboxing technology (SonicWall 
Capture Advanced Threat Protection 
[ATP]) to help reach a determination on 
suspicious behavior. Capture ATP can 
manipulate code in ways that servers 
and endpoints are not allowed to do such 
as breakdown and catalog sequences 
or roll code forward into the future. 
This is done to better stop malicious 
code from executing which reduces 
service time to remediate threats and 
ultimately prevent breaches. With the 
additional inspection provided by Real-
Time Deep Memory Inspection (RTDMI), 
the client can be better protected from 
malware designed to exploit processor 
vulnerabilities.

PCI Category: Implement Strong Access 
Control Measures

SonicWall prevents unauthorized access 
and intrusions. It also restricts user access 
to dangerous websites. Our Intrusion 
Prevention Service integrates an ultra-
high performance deep packet inspection 
architecture and dynamically updated 
signature database to deliver complete 
network protection from application 
exploits, worms and malicious traffic. 
A scalable solution supporting virtually 
any network size, SonicWall IPS allows 
intrusion prevention to be enforced not 
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only between each network zone and 
the Internet, but also between internal 
network zones for added security.

SonicWall’s Content Filtering Service 
(CFS) blocks inappropriate, unproductive 
and even illegal and malicious web 
content for your customers and users.

Advanced security services including 
CFS and Capture ATP can be performed 
by the SonicWave access points. These 
access points can now be untethered 
from the firewall with cloud-management 
capability.

SonicWall Secure Mobile Access (SMA) 
offers a unified secure access gateway 
that enables retailers to provide 
anytime, anywhere and any device 
access to mission critical corporate 
resources. SMA's granular access control 
policy engine, context aware device 
authorization, application level VPN and 
advanced authentication with single 
sign-on empowers retail organizations to 
embrace BYOD and mobility in a hybrid 
IT environment. 

PCI Categories: Regularly Monitor and 
Test Networks/Maintain an Information 
Security Policy

SonicWall management, reporting 
and analytics solutions enable you to 
regularly track and monitor your entire 
network security ecosystem. Capture 

Security Center (CSC) provides retail 
organizations with holistic integrated 
security management solution from 
a single-pane-of-glass interface. It 
integrates the functionality of the 
Capture Cloud Platform to deliver robust 
security management, analytics, and real-
time threat intelligence for your entire 
portfolio of network, email, mobile, and 
cloud security resources.

Analytics features single-pane visibility 
and complete situational awareness of 
the network security environment, gives 
IT complete authority and flexibility to 
perform deep investigative and forensic 
analysis, and gain deeper knowledge 
and understanding of potential and real 
risks and threats. Analytics enables 
you to remediate risks with greater 
clarity, certainty and speed, and reduce 
incident response time with real-time, 
actionable threat intelligence. The Global 
Management System includes pre-
defined PCI report templates to satisfy 
security compliance audits.

SonicWall Cloud App Security provides 
complete visibility into every event 
and user action taking place in your 
sanctioned SaaS applications. With 
real-time activity monitoring and 
comprehensive analytics, retailers can 
harness the power of cloud applications 
to grow their business in a secure and 
compliant manner.

All SonicWall products and services listed 
add up to comprehensive intelligence 
which informs and enables effective 
security policy management for retailers. 
The result: PCI compliance — and beyond 
— is more achievable. And we back up 
your business-critical environments 
with 24x7 support, including weekends 
and holidays.

Conclusion
While PCI compliance is not a guarantee 
of a 100% secure retail environment, not 
being compliant means your organization 
is far more likely to be vulnerable to 
cyber attack and theft of cardholder 
data. There are real and substantial 
financial penalties for PCI compliance 
failure, as well as far greater, additional 
financial consequences for failure to 
comply, including civil lawsuits and loss of 
revenue, customers, and reputation.

Retailers and hospitality businesses are 
responsible for their own PCI compliance. 
SonicWall not only helps to meet 
compliance. It also provides industry-
leading capabilities for securing networks 
and protecting against malware, building 
on the PCI baseline to help ensure that 
cardholder data and transactions are 
more secure against cyber attack.

Learn more at www.sonicwall.com/retail. 

https://www.sonicwall.com/en-us/solutions/industry/retail-hospitality
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About Us

SonicWall has been fighting the cybercriminal industry for 
over 27 years, defending small, medium-sized businesses and 
enterprises worldwide. Our combination of products and 
partners has enabled an automated real-time breach detection 
and prevention solution tuned to the specific needs of the 
more than 500,000 organizations in over 215 countries and 
territories, so you can do more business with less fear. For more 
information, visit www.sonicwall.com or follow us on Twitter, 
LinkedIn, Facebook and Instagram.  

If you have any questions regarding your potential use of this 
material, contact:

SonicWall Inc. 
1033 McCarthy Boulevard 
Milpitas, CA 95035

Refer to our website for additional information.  
www.sonicwall.com
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