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RANSOMWARE CONTINUES ITS RECORD-SHATTERING RUN 
Already at an all-time high, ransomware continued to climb during the 
first half of 2021, hitting subsequent records in April, May and June. 
Ransomware attacks increased a staggering 151% over the first half 
of last year, including a spike of 234% in Europe and a 180% jump in North 
America. By June 30, the total number of ransomware attacks SonicWall 
recorded globally reached 304.7 million — surpassing the 304.6 million 
recorded for the entire year of 2020.
                    

MALWARE FALLS BY NEARLY A QUARTER 
In 2020, malware fell to a six-year low. In 2021, it’s fallen even farther, 
dropping an additional 22% year-over-year. SonicWall recorded 2.5 billion 
malware attacks during the first six months of 2021, down from 
3.2 billion over the same time period in 2020. However, there is one 
notable exception: Asia actually saw a 23% increase in malware in the first 
half of the year.

As threat actors become more sophisticated at using ransomware, 
cryptojacking and other types of cyberattacks to launch surgical strikes, 
the decline of “spray-and-pray” malware continues to impact overall 
volume. Also largely absent from these numbers: two huge botnets, 
Trickbot and Emotet, which were taken down in late 2020 and early 
2021, respectively.
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With cybercrime rising across the board, the SONICWALL CAPTURE LABS THREAT 
RESEARCH TEAM has been busier than ever gathering, analyzing and vetting 
cross‑vector threat information. We’ve compiled our research into the Mid‑Year Update 
to the 2021 SonicWall Cyber Threat Report, which arms enterprises, government 
agencies, SMBs and other organizations with actionable threat intelligence to safeguard 
workforces in today’s distributed IT reality.

This Executive Summary provides a 
high‑level overview of our most critical 
findings, offering a glimpse into how 
cybercriminal behavior changed in the 
first half of 2021.
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RTDMI™ REACHES NEW HEIGHTS 
In the first half of 2021, SonicWall’s patented Real-Time Deep 
Memory Inspection™ (RTDMI) technology discovered 185,945 

“never-before-seen” malware variants, up 54% from the first half of 
2020. RTDMI remains highly efficient at identifying and stopping new and 
advanced threats. But by leveraging machine learning, RTDMI continually 
improves on these capabilities, catching more malware faster than 
behavior-based sandboxing methods.
                    

CRYPTOJACKING STILL A CONCERN 
After an unexpected comeback in 2020, cryptojacking continued to grow 
through the first half of 2021. From January to June, SonicWall threat 
researchers recorded 51.1 million cryptojacking attempts, representing 
a 23% increase over the same six-month period last year. Europe was 
particularly hard-hit, recording a 248% year-to-date rise.
                    

IoT MALWARE UP 59%
The ubiquity of IoT devices — particularly those with lax security 
standards — makes for easy targets for cybercriminals. In the first half 
of 2021, SonicWall threat researchers recorded 32.1 million IoT malware 
attempts — an increase of 59% over the first six months of 2020. Most of 
this increase was driven by a spike in IoT attacks in Europe and Asia, 
which saw increases of 113% and 190%, respectively.
                    

54%

59%

23%

^

^

^

SonicWall, Inc.
1033 McCarthy Boulevard  |  Milpitas, CA 95035

© 2021 SonicWall Inc. ALL RIGHTS RESERVED.
SonicWall is a trademark or registered trademark of SonicWall Inc. and/or its affiliates in the U.S. and/or other countries. All other trademarks and registered trademarks are property of their 
respective owners. The information in this document is provided in connection with SonicWall Inc. and/or its affiliates’ products. No license, express or implied, by estoppel or otherwise, to any 
intellectual property right is granted by this document or in connection with the sale of SonicWall products.

About SonicWall
SonicWall delivers Boundless Cybersecurity for the hyper-distributed era and a work reality where everyone is remote,  
mobile and unsecure. By knowing the unknown, providing real-time visibility and enabling breakthrough economics,  
SonicWall closes the cybersecurity business gap for enterprises, governments and SMBs worldwide. For more information,  
visit www.sonicwall.com or follow us on Twitter, LinkedIn, Facebook and Instagram.

As a best practice, SonicWall routinely optimizes its methodologies for data collection, analysis and reporting. This includes improvements to data 
cleansing, changes in data sources and consolidation of threat feeds. Figures published in previous reports may have been adjusted across dif ferent time 
periods, regions or industries.
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